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Limitation of PKI

PK Crypto not good for online user authentication

Bruce Schneier




)i+ The Need for Cognometrics

Personal Authentication

David Jablon

The Problem: Passwords

» User authentication is fundamental to online security and access

» Passwords are used for over 99% of online authentication today

» Current alternatives are not practical (scalable, manageable, reliable,
useable, cost-effective)

» Some technologies may not live up to their hype




I AM MORDAC, THE
PREVENTER OF INFOR-
MATION SERVICES. I
BRING NEW GUIDELINES
FOR PASSLIORDS.
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Simple Solution?

“ALL PASSWORDS MUST
BE AT LEAST GIX
CHARACTERS LONG...
INCLUDE MUMBERS AND
LETTERS ... TNCLUDE A
MI% OF UPPER AND

%[ & 1058 Unived Faatere Gyndicets, Ing,

*USE DIFFEREMT PASS-
WORDS FOR EACH SYSTEM
CHANGE ONCE A MOMTH.

“Passfaces™ provide a strong password that cannot be
shared, written down or guessed — and users never forget
them.” Real User Jun 25, 2002.
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Personal Authentication

Visit www.realuser.com to try it yourself

Passfaces™ - easy as 1-2-3




i1 Security and Privacy Benefits

Personal Authentication

Passfaces™

... and users never forget them.

Passfaces™

> Providing predictable entropy

» Eliminating written-down passwords

> Inhibiting password sharing

» Preventing inadvertent password disclosure

» Cutting “social engineering” risks

» Reducing fallback to personal information Q&A
» By-passing key-stroke loggers

» Making current password cracking tools obsolete

> e System Benefits

Personal Authentication

» Thin network transaction

» Minimal additional processing required

» Minimal storage requirements

» No additional system or user hardware




Authentication Alternatives
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Passfaces
Personal Info. Q&A
“Strong” Passwords
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Tokens

Certificates (software)
Smartcards with PKI
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Biometrics

Implementation Options

Passfaces™

» Single/primary factor

> Second factor

» Part of a two-factor anonymous authentication
scheme




Single Factor

Passfaces Client:
ActiveX component Toolkit CGI
OR (0] 3
Java applet your server
application

Any
Network

Example HTML

page from toolkit User’'s Web Browser
OR your web page

Second Factor

Password as oy e Composite
One Factor . Passcode

+

Passfaces as
Second Factor




Securing User Identity &
Preserving Privacy on the Internet

Stores user secret
Stores user preferences encryption key Ky
encrypted under key K,

IDENTITY
MANAGEMENT
SERVICE
ANONYMOUS
AUTHENTICATION
SERVICE

3. User preferences

4. User authenticates self 5. Key K
(encryp.ted ur'1d(.er key Ky) to NewCo Anonymous sent to user's
& non-identifying user Authentication Service browser

reference sent to user’s
browser

2. User presses button on page taking
them to Identity Management Service;
enters username and password
(maybe provided from cookies)

1. Application serves
form requesting
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USER’S WEB BROWSER (showing form served by application)

Passfaces: A New Paradigm

Passfaces™ can replace or augment passwords
wherever there is a GUL.

Passfaces — the ultimate cognometric

natural successor to the password
and PIN

Think: Passwords = command line (DOS)
Passfaces = GUI (Windows)




e Products

Personal Authentication

enterprise security

> an out-of-the-box solution to

password security issues on Microsoft® networks. Installs in
minutes and operates seamlessly with .NET/2000/NT4 servers and

XP Pro/2000/NT4/98/95 clients.

provides

the tools and support to enable OEMs, systems integrators and
service providers to deploy PassfacesTM cognometric authentication

in enterprise networks & applications.

For the Web -

ser
Personal Authentication

54  Think ... Out of the Box

Passfaces™ for Windows can be deployed
network-wide in minutes:

pass
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Qut-of-the-Box

Strong authentication deployment complete S for Windows Networks

Passfaces™ for Windows:
the first out-of-the-box security solution since the
introduction of anti-virus software




Passface™ Software
.- ) Real
~/ User Developers Program

Personal Authentication

> Program includes

> Passface™ Software Developers Toolkits (SDKs)

Passfaces™ for In/Extranets SDK
Passfaces™ for Windows Networks SDK
Passfaces™ Win32 Client SDK
Passfaces™ Windows CE Client SDK
Passfaces™ Palm SDK*

Passfaces™ Authentication Server SDK*
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